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HI

il

ASCREH IR T An T A A 2 F - B DGIE S ORISR A5 R

7= R

R A O ERL 28 B 3 DAIE PT RAASE R 2% 7 1] 3 0 XUCEE A UE 7 RESRAT I 28 U7 IR 3 . SRALAIT 17
H A I HFIEH 4. Ul # 20 AEA us #H09, JFHAA L H4<,
PAIESE A O S R B Al EAR S5 28 A BERBTT W F 1 S 6y, 85 RPREAE 26

AR 2R B O AIE [ 3R 3t T AR Ge T 44 114 T A0 22 2 X 2% B A DAIERL 1 o

TAERE

AR P B SE0R P i e L 5 2O 07 170 3 S G AT SR e A A

B VR AR 558 R 4n e g A S, IR Py B SR RO UL RS i AR, Rl
W% R IE L Ik S5 a% . AUMEZRENLIT, PR A2 A0 200 15 ik 55 45 038 TR OF AN RETE B . b
TSN DR KA AR L 224, AT IR, O AR E M4 B AR

RGN R B R AN TS A A TH R N . BN E TR RE RN, BRI ROh R AR
(R bR L D E R 7 AP S AP NI & | S P RN TR S e oy i

AN TR 7 W) S PR 840 PN L ) SRR R AN AL, T DA 207 L Al N Dy SEGR 2 4 4 2B ol 1502
REaR

PRI
R %% 4% SZ FF JSP. ASP.NET Fl PHP, &/ umsZ B as. Hut Sl Feun T :

Windows XP: IE8, Firefox, Google Chrome

Windows 7: IE8, IE9, IE10, Firefox, Google Chrome
Windows 8: IE10, Firefox, Google Chrome

Windows 8.1: IEll, Firefox, Google Chrome
Windows 10: IEll, Firefox, Google Chrome
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F—E BHFERAE

PR E fn R 3
X4 A Ej:3%)
WIEARRSAE TR, F RIS IRAGIE R
Tools\AuthCodeGenerator.exe 23152711 | Gk s EACTS
IELHE, B AP LMEAL T
1. BREEIOS
2. WEINMERT
Tools\AuthTool.exe 3 B E O A
4. WEHEHP4
2.3.0.1 5. BoH
Tools\Source\AuthTool 2301 AIE T B RS
WebServer\dog_auth_srv.dll R 55 25 i 7 2 FH B0 UG A P 30 A5
WebServer\dog_auth_srv_x64.dll 2.3.1.52712 | #FE
PHP T2 I 55 s i f 22 F 2 A UGIE
WebServer\dog_auth_srv_php.dil 2301 P PHP 4 R 261
WebServer\JSP\Authentication 2.3.0.2 B Java Web YAERFIFEF
WebServen\ASP.NET\Authentication 2.3.04 B ASP.INET YIERFIFER
WebServer\PHP\Authentication 2.3.0.2 A PHP YUIER BT
Eé i " b ) :/\ y
WebServer\PHP\Source\dog_auth_srv_php 2301 %&5@5&%%&% PHP 3"f DLL #9983
PSR 2. AT 2E
BrowserPlugin\DogAuthPlugin.msi Ui it %2 B SR 1E 1 Firefox il b 25
2.4.1 At
. . YFREB AR Chrome G &
BrowserPlugin\DogAuthExtension.crx 10 B

SuperDog Authentication Sample
Readme.pdf

AT

BERI G 17 L E (/75




BoE MARHITE
ZHR PR AR R A

B 32-bit IE 8.0 B{E LA FRA, Chrome E{#E Firefox W'%igs

WERE i A TR WA, Eﬁ)ﬂﬁﬁﬁ%ﬂU\ﬁﬁmﬁiﬁﬁ?ﬁﬁﬁﬁg)ﬂiﬁ?’%#, A Lliz
1T DogAuthPlugin.msi ZHEEM; WHREFinfiH Firefox WA, 15T
DogAuthPlugin.msi Z#EHEM; WRE WA Chrome WA, Bk 11817
DogAuthPlugin.msi ZHEHTHEMINIEN Native Messaging Host NAHEF, BFE
MR T PR $ Chrome ¥ BART

1. fF Chrome W ESHHIEAZ T, i\ chrome://extensions, FIJF9 EE M
2. KX DoghuthExtension.crx fift2:Rnf

[EN RN E ™

/ & TEEF x \
{

[ C [ chrome://extensions o
|

Chrome T EREF Tt
I FEEE SuperDog Authentication Extension 1.0 v 28H ﬁ
/' senda message to a native application for authentication
FRE=E
TRESETER

Java Web T#& (Tomcat)
ERER

Java Web RZ5 28T %% Apache Tomcat 6.0 Al JRE 1.6 B{ JRE1.7.

T JRE1.8 5 JDK1.8 AFfl{ JDBC-ODBC Bridge, /nfil LFEH access g FER L
EIEFATH, FrUonfl TAEAREEH JrRE1.8 5 JDK1. 8.
HiE/MER Java Web ~HIFERF

Java Web 7~ TR B R HER . 153 R0~ 20 Bl A bh R

1. fEMRSasim, MRIGEZER IRE KRASR SN 64 7, WFRK M dog_auth srv.dll
B dog auth srv x64.d11l J##| Tomcat ZFHFM bin HEF. Wl: C:\Program
Files\Apache Software Foundation\Tomcat 6.0\bin.

2. RIS 32-bit WIWEEE, #yAMbE
http:// [R%%s IP]:8080/Authentication/Login.jsp B[,
I P R — A S SR E N VE N TR, RN P A AR P A AT
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R AR DR 5N Iy, F P A A 2 1D RS N R 55 a4 i Kdie
H

F AT DK P 142647 BE

2K EH K Java Web T8
SERRE TR Y B R T 1D FGEARRS . 1S Ban F IR,

1. TERANERTE RS, AEFHAUEARSAE B A A uEARRS,  SCAF42 BRI
auth code.xmlo. XAFNHEEEMITKE 1D MIAEMRIG. E# auth code.xml #
DUZE 55 s TARA) H 5% WEB-INF .

2. fERBERIIERIIEM T E (AuthTool .exe) BEBHMMNEM A4 (so PIN, Bk
iNN: “abcdefgh” ) FHAIERT (BRIAN: “00000000” ) , WEH /114 (USER
PIN, BRIAAN: “12345678” ) 5HPER. Wl web TR A EM T HEHIEH P
FATEM, WERHPLARMHE 04, WREES TVGERT, 15 RN E SRS 25 wEB-
INF HREPFWEE M auth factor.xml. N THEmEmEEN, BERUEBEERININE

ES
3. TEARSS e, WIEH web LAEFZIR/RE] LFREE R Tomecat %238 H XM webapps X
R

4. FEZFUATIF 32-bit WA, HANEK web LHEMIEFMHERTA] .

BIBHEH 64 Al ORE ¥E LR, M Microsoft Access ENEHEER, &A[HE
SBFIMTREELE: “java.sgl.SQLException: [Microsoft] [ODBC Driver
Manager] Data source name not found and no default driver

specified” . XAHTEEA %% Microsoft Access Database Engine (64-bit)
SRR o S AT DASR LG I i it »

a. KHHANEAEE. X TFERI Microsoft Access {ENERNEHEE. 1ELFRMN
F A, EUSCR F S R I s 1

b. XH 32 Al JRE #E A TFE.

c. WMREHEAIH 64 fiH) JRE 5 Microsoft Access, REFEEJCHINEIZ 32 £
(1] ODBC (W REFREEIE office) , PAJ5 F# 64 {7l Microsoft Access
Database Engine 2010 Redistributable

(http://www.microsoft.com/en-
us/download/details.aspx?displaylang=en&id=13255) FH 7%,

ASP.NET T8
EH®TER

ASP.NET k558807 %3 Microsoft .NET Framework 4.0 fl IIS 7.

4% IMEH ASP.NET RBIRF
ASP.NET s~ TREE B AR R . T 32 IR0 20 84 HH st 6. -
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1.

2.

MRS 2, WRIBEMRGELTN 64 7, EFR M dog auth srv.dll HH: (R
SARFF:) \Windows\SysWowe4 B (RAFFF:) \Windows\System32 Hx . Hl40:
C:\Windows\SysWowe64. C(HAT 64 M AFEA IR 64 MahASFE:

dog auth srv x64.d11l) .

i visual Studio 2010 ZuikA TFEIFEIT.

B S AR R e B NJEA DU, A A AT AT
R AR DR 5 NPT R, F A A 1D RS AR 55w Kodis

W
FH PRI BAKS P 43047 B 2
HEHE K ASP.NET TiE
SEBRE TAEB S E T & 1D FAGEARTS . oRBILl windows 7 R4t 5 11s 7 NI,
WIRUTE
1. EENERIE AT, AR A Bl T B AR RS, ST BN
auth_code.xml. XAFABEMTERIFARE 1D MNIEARS. 154 auth_code.xml #
D R 55 a3 AL H % serverdata Ho
2. HHBZRNEYEMA T E (AuthTool .exe) BHEGEFEMEH R O4 (so PIN, Zk
INH: “abecdefgh” ) FHAIERF (ERIAN: “00000000” ) , WEHM /114 (USER
PIN, BRIAAN: “12345678” ) G/ MER. W@ web TR S yEM wOHEALE T
EATEMMESH P DA 5 P4 . R EES T AER T, 5 F RS SUR S 3% i
serverdata HXHHIALE CMF: auth factor.xml. N[ HEmZaM, @EEK
BN ER T
3. TEMRS AR, BN web TREIZIERE TRAE G B —AH & . .
D:\Authentication,
4. TEMRSS2Rim 2% 11s J5, EEHIHMPIER:: Administrative Tools->Internet
Information Services (IIS) Manager, MNiif]H.
5. fEZEMK) Application Pools iiiA#NdFik$: “Add Application Pool..” ,

SR A i B s
Add Application Podl P S|
Marme:
dogauth

JMET Framework wersion:

’.NETFramewnrk wd0,30319 -

Managed pipeline mode:

’Integrated v]

Start application pool immediately

| ok || concel
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s “or” Wik, REATAMB “Advanced

Setting” XIEHE, B FERE:

Settings..” , fIH “Advanced

- Actions
@9 Application Pools ( : 2 [t | =
g‘- pp el et 5 Add Application Pool..,
This page lets you wiew and manage the list of app | |3 (General) - ontain one or maore applications, and provide SetelicationlRonlECElIon
isolation amang different applications, MET Framewark Wersian a0 Application Pool Tasks
Filter: - BGe - Ghsho Enable 32-Bit Applications L4
— StatusNET Framm. Managed Pipeline Made Integrated I ;top |
- E & FRecycle.,
L2 ASP.NET va.0 Started  vd0 game Lencth :;ﬂg;um " =2
LPASPMET vA0 Classic  Started w40 uene Lengin Edit Application Pool
Qauthen Started w4l = z:)all;tAutomatlcaHy True D Basic Settings..,
(¥ Classic MET &ppPonl Started w40 Lt . Recycling..
[} DefaultfppPaal Started w0 !m‘ X X Advanced Settin
£ Limit Action MoAction
L dogauth Started w4l Renarme
Limnit Interval (minutes) 5
Processar Affinity Enabled False K Remove
Processor Affinity Mask 4294967295 Wiew Applications
E Process Model @ Help
Identity NetworkService E] @il
Idle Time-out (minutes) 20
Load User Profile True
Maxirnurn Worker Processes 1
Ping Enabled True &
Identity
[identityType, username, passward] Configures the application pool to run
a3 built-in account, i.e, Application Pool Identity (recommended), Metwark
Service, Local System, Local Service, or as a specific user identity,

Content Wiew

A “or” Haik.

6. 1AM sites 1 At TER: “Add

MR E, Hlan: £ “Application pool:

Web Site..” , fEHHEIXSIGHES,
Yok LI E N “dogauth” 5 fE

“Physical path” H&ENTEMFEEE; £ “IP Address” HRE—HTHK
1P ik, GBI DA SERHEARR R R B . A

Add Web Site

7 s |

Site name:
Authentication dogauth
Cantent Directory

Physical path:

DhAuthentication

Pazs-through authentication

[annect EE ] lTest Settings. .

Start Web site irnmediately

Binding

Type: IP address: Port:
http - | 172.25.22122 ~ ansy
Host narme:

Exarnple! wanen, contoso.com or marketing.contoso.corm

oK

|

Cancel I
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M “or” #iik.

1. TEMRSS#im e 11s Ja, IHfEHIik Fik#E: Programs->Programs and

Features—->Turn Windows features on or off, HATUI FHCE :

Windows Features = | = P4
Turn Windows features on or off @

To turn a feature on, select ite check box, To turn a feature off, clear its
check box, A filled box means that only part of the feature is turned on,

[#] | Internet Explorer 11 -
I = | Internet Information Services I i
[+ © FTP Server ‘ ‘

m [V L Web Management Tools
=] ; Waoarld Wide Web Services
. Application Development Features
; Common HTTP Features
. Health and Diagnostics
| Performance Features
| Security
. Internet Information Services Hostable Web Core
L] Media Features

| ok || cancel

2. MESHE, WEHABIREBAT “arintt” , B8i7 T4

$windir%\Microsoft.NET\Framework\v4.0.30319\aspnet regiis.exe -1i

PHP Web L&

GdEEERN
PHP Web k%28 es I #(IHACE Apache il PHP,
A5 rhod i PR R A |
Apache 2.4.12 vc9 x86 Ml php-5.4.36-Win32-VC9-x86

fEH PHP =BT
PHP 73] TREAS AR i sl A o 1 3 R R 20 SR b iR A
1. T# Apache 5 PHP E4E0IFE%E .

2. 1EMRSS 4, FEPIAIEIR S d i PHP ¥ R4 dog auth srv php.dll jE|:
(BT \ (PHP ZHCHFR) \ext H3F. HlU1: D:\php\ext. £ PHP HINCHE
 (php.ini) HEIN “extension=dog auth srv php.dll” . ZAHXFR php
BERSRR AR 5.4.36 WA, 1B AHAHRIRAR php —#EH G HEATHE
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WA A AE H HAD php MASERE T2, 5 AR VRS 45 pHP 3 e 4 AR AAY
T2 (H3: WebServer\PHP\Source\dog auth srv php) AN I php ¥
TOARAS, gmPR XN pHP PR AA: . AL T xR P bt AT & 4 A E FIAH R IhRE

. AT HTHwE, M Apache FFEATLIRG, % mITIF 32-bit MW, A

b1
http:// k%% 1P1: (Apache F#EMIHI1S) /Login.php BIHT,

B2 55— A P R e B AR T, SN A AT AT
MM D2 R S IO R, T A4 RGO 1D Rl S5 N R 5% a4 o e 12

Hr.

PP AT RS P 22647 BE

HWEEEHCHK PHP L&

SEBR G TR G 2 I HF & 7 1D AAES . TAEME REKA windows 7 R4 5
Apache 2.4.12 x86 [RA, HEZMRUIT L.

1.

ER

NI R, AR A2 s TR AE SO TEARRS, ST BRI
auth_code.xmlo. XPFABEMTEKIFRRE 1D MIEARS. 154 auth_code.xml #
W g5 a8 LAEH) H K serverdata Y.

. RBEZANVIERIIE T H (AuthTool .exe) BHUBAMME R A 4 (so PIN, 3K

INAN: “abedefgh” ) FHAERT (BRIAN: “00000000” ) , WEMFH4 (USER
PIN, BRIAAN: “123456787 ) G/ ER. WAl@E web TAEA A Sy M iOHAEH &
BATIEMESH P OS5 P 4. R EE 7 ER T, 1§ FRMEN serverdata H
SEFHIECE SCE: auth factor.xml. N T IEFEZ AN, BB SERAAERTF.

. TERSS A, FRIRE VAR B AE Apache 5 PHP 18178, 7E Apache it & 34

(Apache %) \conf\httpd.conf H, WEEN web LIEEEE, #lU:
DocumentRoot "E:/Authentication/php"

<Directory "E:/Authentication/php">

. 1E£ Windows R&#E PHP M FHEEZE Visual C++ Redistributable Packages

THHE IR EIE R PHP ARAS P KU SORS 2280 RS ) Visual CH+

Redistributable Package.,

. B TR SRR pHP ¥R dog auth srv php.dll XM php IEESARAN:

5.4.36 fRA, WHfFHIEA php ARHE TR, 5 HBRANIERS % PHP ¥
MRS T2 (H3%: WebServer\PHP\Source\dog auth srv php) #EFAHRI
php VEABEIRA, X RH) pHP ¥R A, 5 NAT5ek 32

dog auth srv php.dll JGiEIER INEK.

. PHP BN HEIRE M WEAHR, 2R ES pap (IR E . Hli:

{f php.ini XHFHIEE:
session.save path = "D:/tmp"

B IEM B pap TR IE R A .

11
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KB HERER

1.

G AT LME A VAE TR AuthTool . exe BERANEH A4 (so PIND , ERiIAM
BHROLE: “abcdefgh” o NTHREZENE, SEAENEBEEUANER Z 4,

. BB DU B ZAERI 6L TR AuthTool . exe BRI AL ¥

(Authenticate Factor) , BRIAIAIERF/Z& “00000000” o WHREEN TIAIER
T, ERIEER S AR B M auth factor.xml. N TEEREN, @UEBENR
BRI GIEA F

COEZREIN 15 ERRIEE R OA, B OASSEBUE . EE R DA UE 5 AR

JUE R BT OESRAE

- RESH 15 TEHRIGA T 1A, RIS WBUE . WIREMREUE, F 7 2R

HEMFEER G, EH AR MEMIELE AuthTool.exe MFEIIFRERMHH4.

. INARH ) EH] DogAuthPlugin.msi AN, AP BRI WT H%:

a. WHERE 64 (155, C:\Program Files (x86)\Common Files\Gemalto
Dog\SuperDog Auth

b. WHE 32 L &4t, C:\Program Files\Common Files\Gemalto
Dog\SuperDog Auth

- PSS B4 P EESEE BRI A TR ZBOA BRI O 1D

65524) o WAREIERGHII N THA RS, EAZE R apT BHEULCF. AP
BAUE B TR S AL R BE St

AR T, GUREEM RS R AL B4 P EEESEE R, E IR

EHTH, BRWT:
a. REAFTHERINEE, TR IO %A e
b. FITFRAER TH, MEifh FAM “wEEHM” &
c. itk — Y

12
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B=F INERE

P ERFE

LAER] 1B P SE a0, A e 0 B 2 s A7 DA

-
-
-
-

Refresh

Client
Browser ActiveX Server
{ Access
A :
‘/ L CAB patkage(ActiveX)
| T
! | Install ActiveX | |
s | ! Check SuperDo } }
Visit | permog | |
|
AN } Return result D SetCheckDogCallBack("insertDog", "re
N ¢ |
" I I
I I I
| | |
| | |
l l l
| Open SuperDog } |
I N I
r | |
///} Return result D Open(Scope, AuthorCode) !
< < I
/ r Verify User PIN(password) } }
[ >
| d . . !
- Return result D VerifyUserPin(PIN) |
| P & |
I r Get rarpdom number }
} ! 1 AV‘L
| | |
} L Return ﬁandom number I
I ¢ i«
- Encrypt random number | |
| | » |
| | . |
| ! Return encrypted number D GetDigest(number) !
| P ~
| r Verify encrypted number |
I | | p!
| T T I
; oot Return result ‘
Login 1 o : : !
| } Check username,Dog ID in Database
| I
| t t
| | Return result
| < +
|
I
|
I
|
|
|
|
|
|
|
|
|
|
|

RV

Kl (—)

moveDog")

v

®

®

httpRequest +g§2€hallenge(}
httpRequest +VC32fyDigest()

Database

13
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. DIMEESRTUM, W http://localhost:8080/Authentication/Login.jsp - %

Fm e HERR N2 Activex 24F, M2, SEMEEMFM L, mRCELE T
FEAFMAZ SR

. WK javascript fAB I HEFR) setCheckDogCallBack

(“insertDog”, "removeDog”) FiAWHE js FIAKEL. “insertDog” i NHZH
I SR, “removeDog” i H R A 1] M )87 PR AR o

. JUHM javascript MREIHHIEHR Open (Scope, AuthorCode) J7ik, #THH

Ff. RAFTIPRLNGEA A V5 JE 2R ab B 2, SRR MM close () J5iksk
M. 4 Scope RnEZNMBRMFINAAERHI T, WTLHTIHRE RN S48
AuthorCode &MU auth code.xml Bt E SRR FE R .

. WK javascript ARIGAREMHN VerifyUserPin (PIN) ¥k, FubH ) H#iAm

& 5P &R —E.

. JIHA javascript AIGIHAH getChallenge () HVEKI%E httpRequest igR, 3K

AR 55 v BEATLAE B Bl it R 55 v [R] I FEH R E 3 B session s

. WK javascript fRURSMHEM GetDigest (PIN) Tk, XfHbdk#dfiaT n

%Z_l_: I\}Ec

. JUHA javascript RIS doAuth () HiEKRIE httpRequest WK, UM

ActiveX #EMHIRAUK DogID FHMNES (1) Pk ik HE K IE 25 MR 55 v o R 55 i )
verifyDigest () FiEXEAR#AT HEXT o

L WPEFB P T EYEE (Access Database) HWIEHULES, w5 UCHEL AT AT LA 1]
T

Y

S By

14
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F P A
LLREF TE SSEER M, SR R A A X 5.

Client

Browser ActiveX Server

Access
|

I
CAB package(ActiveX) > @

\
\
\
\

|
\
|
|
7 e
| | |
} ! Install ActiveX ! !
} } Set check dog callback functions i i
| »-
. [ b g \
Visit \\\\} Return result L> SetCheckDogCallBack("insertDog", "removeDog") @
" N l
| | |
\ \ \
l l l
| | |
| Open SuperDog | |
| Pt |
/i Return result D Open(Scope, AuthorCode) } @
/e ¢ \
)/ }‘ Verify User PIN(password) | |
/ | »l |
i i Return result D VerifyUserPin(PIN) } @
e i !
} o Get random number } @
I I >
| t T
b Return random number D httpRequest + genChallenge()
| [ t I
} } Encrypt number } }
| - | ®
b Return encrypted number D GetDigest(number) |
| ¢ & |
| } Verify encrypted number } @
| L 1 »
| | | | - .
H | httpRequest + verifyDigest()
Register | le Return result D
b Record username,Dog ID into Database }
| | | »
| | | |
Lo Return result D Database
b Record username,Dog 1D |
} | — >
r
b Return result > RegisterUser(username, password) @
\ <
|
|
|
|

Refresh

U

|
|
Lq}
|
|
Il
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

)

WU
1. MY ERIM, W: http://localhost:8080/Authentication/Register.jsp o
2P e HA N R 23 Activex #81F, M, SRR ZEE, mRCg s
TEANA SRR
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. TP javascript AMEHHEMH SetCheckDogCallBack

(“insertDog”, “removeDog”) FiEWHE js FIHKE. “insertDog” , HHAHH
PP N R L, “removeDog” i HEE A MR N BF EL o

. WK javascript RIS HHIEMR Open (Scope, AuthorCode) ik, I

. RAFTIPMLUE AR5 o G 2E A P ek 8, RS ARE T A Close () TR
Wi . 24 Scope RRTEZ MBRAFINAFAEREI T, FTLHTITRE R, S48
AuthorCode s MRF I auth code.xml B AR EU BVE SR -

. WK javascript MRIBHHEMHR VerifyUserPin (PIN) 7k, XTFHuEME

R e BICIE, WAV SE “123456787 .

. JIHA javascript AIGIHH getChallenge () AVEKI%E httpRequest iER, 3K

AR 55 v BEATLAE B Bl it R 55 v [R] I FEH i E 5 B session .

. WK javascript fRRSMAEM GetDigest (PIN) Tk, XfHbdk#dfEaT hn

%_:%IEO

. WM javascript RIS doAuth () H¥EKI%E httpRequest 15K, M

ActiveX #EAFHIRENT DogID FUINE PP ERE TR K IB 45 M55 v 55 o )
verifyDigest () FiEXEARAT HEXT o

L XHEEMH A A GERE, BEESAEEE (Access Database) o
. BHEES ARG, A Activex MK RegisterUser (username, PIN) 5%, {8

HEMHE B BRI

16
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R P ie%04%E
LUBEFR TE SR, 58 Y e A X

Client

Browser ActiveX Server

Access
]

\
\

|
CAB pagkage(ActiveX)

\

_______‘v_VL__
©

i
|
|
|
[ |
: : Install ActiveX :
P Check SuperDog E
] > _
Visit Y : Return result D CheckDog("insertDog", "removeDog"): @
\:47 :‘ |
! |
! |
! |
| |
! Open SuperDog |
»l
4 "l
e Return result :> Open(Scope, VendorCode) @
- ¢
: : Verify old PIN(password) :
o —pL
. Ret It > VerifyUserPin(oldPin) @
Change Lo eturn resu \
i~
Password Change PIN

@

Return result ChangeUserPin(newPin)

s
’
’
/
_________v__jr____

Refresh

B (=)D
RERH
1. WSS, 0.

http://localhost:8080/Authentication/ModifyPin.Jsp . &/ imes B3N
BN LI Activex 24F, milide, SEREEFR RS, Wk aa e s AL
zN

2. WHM javascript (UM ELER setCheckDogCallBack

(“insertDog”, "removeDog”) HiEWHE s FlAKE. “insertDog” , ALK

PRI SR %L, “ removeDog” $4 HHE G a8 BR 4K o

17 BERI G 17 L E (/75



3. THHK javascript fULAHIEMER) Open (Scope, AuthorCode) Hik, FIFHi#E

. RAFTIMLUE A FTU5 ) G 22 A P ek 8, ARG T A Close () iR
W . 24 Scope RRTEZ MBRMFIRAFAEREI T, FTLHTITRE R, S48
AuthorCode s MRF N auth code.xml B AR EU BRI -

. WK javascript AREGEAIEER VerifyUserPin (PIN) 7k, BeilE ) M)

IH 4 S g i) 122 15— 2

. WK javascript MRIGAAZEMAR ChangeUserPin (newPIN) ¥k, BoH M

4N newPIN,

18

BERI G 17 L E (/75



BV E 27 v S a1 R A

|E 0 v s 2

EFHPNIE TE FE IR — DAL AN Activex JERAT com #14:, ERHFL &
SuperDogAuth.ocx. WI'EZEMSHIME T EMXTR, W web i & FHHeft 7 —4 0] LIF|
FH 8 258 P 30 R BR DAt SO EAT S 0 DR ) o 2

EIA)AE TE W84 cLSID N “05C384B0-F45D-46DB-9055-
C72DC76176E3” , JFEREMLM NE R I REAFETLE S . EM T, a] LXFEXTE @ X

<object id="AuthIE" name="AuthIE" width="0px" height="0px"
codebase="DogAuth.CAB"
classid="CLSID:05C384B0-F45D-46DB-9055-C72DC76176E3">
</object>
NP VAIE TE P a8 VAT U
® LONG Open([in]BSTR strScope, [in]BSTR strAuthCode)

YLEH: FTIFHET RS — Y. WRE 2 N EYEER AR Rat, EEE M
AZHH, fee B RZERM 10 ) xML #UE L. EZER, SRBIMFE SOt B
M Licensing APT #BHY B9 “JuRHA XML #rid” —7.

B N Hh -

strScope: EMZEIIEIEN xvL #:0E L. HZ2EE, SREBIMFE M+ G
M) Licensing APT FHBh) B9 “JuEfA XML Frid” —75.

strAuthCode: WIEAISFRF . ZANEMN VAR AT RARK xml SO EGH .
yAEIE-E/R

DOG_STATUS OK: i#3RCLHThIE M
JavaScript PHRH:
AuthIE.Open (scope, auth code);

: XN AuthIE 2T A& X HTERITNGE TE X B as 2 (P94 # (1D) , TFR TR
%f;&/ff i E AT T

® IONG Close()
YT AT — TR e .
AEIE-E/N
DOG_STATUS OK: iR HINTEM
JavaScript P HRH:
AuthIE.Close ()
® LONG VerifyUserPin([in]BSTR strPin)

L Ly <k D PRy mES e
N Hh -
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strpin: M AT, WH: 6-16 7.
AEIE- SN

DOG_STATUS OK: &R EIN5EmK
JavaScript i H G-
AuthIE.VerifyUserPin ("12345678");
® LONG ChangeUserPin([in]BSTR strNewPin)

Y GBI 4. fR RSB PA 1 2 ) .

PN E T
strNewPin: #HIH P DA FAFH . JuH: 6-16 5.
IR A -

DOG_STATUS OK: iR CHIEmM
JavaScript ARG :
AuthIE.ChangeUserPin("111111");
® LONG GetUserName ()
VB IREGEZM P 475 E . REARAZEZ G BT EYE UserNamestr
R 4. KK 32 711
yAEIE-V¢/R
DOG_STATUS OK: i#3RCLHTNTE MR
JavaScript P HRH:
AuthIE.GetUserName () ;
var name = AuthIE.UserNameStr;
® LONG GetDogID ()
Y SRBCH AT AT GBS 0. FRFEARAIZIEZ A Rl Bk DogTdstr
RIS 1D,
AEIE-E/R
DOG STATUS OK: i#3RCLHThTE
JavaScript P HH:
AuthIE.GetDogID() ;
var dogid = AuthIE.DogIdStr;
® LONG GetDigest([in]BSTR strChallenge)
YT ARAEA A A5 H AL O B B AT R . R EAE RO R e Rl i
DigestStr IREUME MM E 778 . 7 S RUa gy i & %2l .
PN TR
strChallenge: HTZEMUNETER) A7 E o RIAIR ST 25 m SR el o o
AEIE- SR
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DOG_STATUS OK: iHRCHINTEM

JavaScript JHHH:
AuthIE.GetDigest ("3702032AA96A457CB619C523E1126340") ;

var digest = AuthIE.DigestStr;
® LONG SetCheckDogCallBack ([in]BSTR strInstFunc,
[in] BSTR strRmvFunc)
Ve JT R AR S R S A T B S i i N IR B & K Javascript B
HAAFK
PN E /R
strInstFunc: HTMNHEEMERD RSN javascript RELHFR.
strRmvFunc: F T MNP javascript BREAK.
SAEIEER
DOG_STATUS OK: iR TN 5E MK
JavaScript i H G-
AuthIE.SetCheckDogCallBack ("insertfunc", "pullfunc");
® LONG RegisterUser ([in]BSTR strUser, [in]BSTR strPin)
VA VEMH P E R SR AR S, R A AN 1 B ER A H i S
(GRS
S N Hh -
strUser: P ZAFRH. mAKE: 32 F95,
strpin: HFAHAFRH. JuH: 6-16 F15.
122 [0 K 4 -
DOG_STATUS OK: ifRCLHTNIE R
JavaScript P HRH:
AuthIE.RegisterUser ("Edward", "12345678");

® LONG SetUserData([in]LONG iDataType, [in]LONG iOffset, [in]BSTR
strData)

VLB WE A OB, TR O A A RIS

o NBE -
iDataType: FRFHFEAN: 16 kg Al il LoRnFr e
i0ffset: [Pl EIEBIM W =
strData: H&EXH 5.

16 BEHIER TR, Flin: "EFDOAE38", KEEMAUNMEE, HEN A% I8
Ho xR AsCIT M FEEIBA M . FRFHRKE /2 + ioffset WAUVNTFEEET 50;

E I R, #lil: "SuperDog", FAFHKE + i0ffset UWAUNTEEET
500
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AR ve R
DOG_STATUS OK: &R EIN5EmK
JavaScript WHZH:
AuthIE.SetUserData(l, 30, "SuperDog Auth");

® LONG GetUserData([in]LONG iDataType, [in]LONG iOffset, [in] LONG
iDataSize)

VAT: R SO A U R % R B B P UserDatastr FEH
JUE R
PN TR
iDataType: FAFHIRAN: 16 FEHIM B M ] R 7458
i0ffset: MBS IR
iDataSize: IKREUH P EIEMIRN . FFE LA R BHE KRR — 715,
16 AR/, Bl: "EFD9AE38", (iDataSize - 1)/2 + iOffset M4
NFEEET 50;
W@ BN FAFE, #lll: "SuperDog", (iDataSize — 1) + ioffset UAUNT
BT 500
yAEIE- €N
DOG_STATUS OK: iR TN 5E MK
JavaScript i HH:
AuthIE.GetUserData(l, 30, 11);
var data = AuthIE.UserDataStr;
® LONG EnumDog ([in]BSTR strAuthCode)

YL SRECURNZEER KRG B EME 1. FEA W Z I G HEd gt
EnumResultStr 3REGEHIN 1D,

PN E TR
strAuthCode: IEAUBSFAFER o A A MNIEARS A ST AR xml SCPFARECHE
A6 /R

DOG STATUS OK: i#3RCLHThTE
iR [ R 1o {5 BRI F

<?xml version="1.0" encoding="UTF-8" ?>
<dog_info>

<dog id="591751055" />

<dog id="591751069" />
</dog_info>

JavaScript i H G-
AuthIE.EnumDog (auth code) ;

var dog info = AuthIE.EnumResultStr;
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Firefox Y a5

BHINE Firefox WIS IEM 2 —NELZELRET NPAPT FI#EMF, BRISCH4 2
npDogAuth.dll. MW S5WIMA T BAEXT N, [ web BidfIT A ZHRAL T —4 0] LR 8
BT BRI SR AT B O IR pR B 1 .

AN Firefox W WLAHZEIFREVS I RO I O BE A0k . AEMITTA, R DLXFERT &
X:
var temp = document.body.innerHTML;

var embed tag = "<embed id=\"Authplg\" type=\"application/x-dogauth\"
width=0 height=0 hidden=\"true\"></embed>";

document.body.innerHTML = embed tag + temp;
NHXEEFAVIE Firefox W a2 14 B BT O 1 R Ho#EAT B
® int Open([in]NPSTRING strScope, [in]NPSTRING strAuthCode)

LR TT%EHU/%?}EEFE'J*AKQ&% WA ZNELINELD 4T R, BESE— N
AZHH, e S RZEIM 10 1) xvL 8 X0E . BZELR, SRERMIBEICHH GBER
M Licensing API HBH) M) “JEREHA XML Fric” —75,

SN Hh -

strScope: EHMRIIEIEN xvL % XE . EBZ2EE, SRBAMEY S GE
KM Licensing API FHBh) 09 “JoEHIA xML Fric” —75.

strAuthCode: AUEAUBS FAF R o A MNIEARS A ST AR xml SCPFARECH
AEEE /R

DOG_STATUS OK: i#RCLHThIE
JavaScript PHRH:

Authplg.Open (scope, auth code);

M XHFT Authplg &M E X FIER TN GF Firefox XIEasiZ I & # (1D) , FF
KPR iy H AT A

® int Close()
Y METH— iR I .
yAEIE- €N
DOG STATUS OK: i#3RCLHThTE M
JavaScript P HH:
Authplg.Close() ;
® int VerifyUserPin ([in]NPSTRING strPin)

Y BRI H 4
PN R

strPin: M/ HAFFE#. JiHl: 6-16 F
yAEIEE/R

DOG_STATUS OK: &R EIN5EMK

o
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JavaScript PHHH:
Authplg.VerifyUserPin ("12345678");
® int ChangeUserPin ([in]NPSTRING strNewPin)

Y BRI L. R ESERARES A F  1 i)

LTIV ETT
strNewPin: HTE#IH T O FRFE . Ul 6-16 7.
R [EE s -

DOG_STATUS OK: &R EIN5EMK
JavaScript Wz
Authplg.ChangeUserPin("111111");
® int GetUserName ()
Y. SREGEZMR R P 455 e . 5 S0 Z R 8 5 s 2 & 1 UserNameStr

KB 4. BOKKE: 32 571

yAEIE-V¢/R
DOG_STATUS OK: iR CRI5Em
JavaScript M RH:
Authplg.GetUserName () ;
var name = Authplg.UserNameStr;
® int GetDogID()
Y SRICART AP S 1D, 2L M %R A e E i F & % DogTdstr

RIGEZ 1D,

yAEIE-E/R
DOG_STATUS OK: iR TN 5E MK
JavaScript i HH:
Authplg.GetDogID() ;
var dogid = Authplg.DogIdStr;
® int GetDigest ([in]NPSTRING strChallenge)
YT MRAEA A I 75 H A O A0 2 AT R o R B R s A FRE I e

DigestStr JREUNE MM E TR . 7 E e g i 02 %,

b NEH -

strChallenge: HITAERINEME A T4 R . RIAIRSS & i SR Pl it -
AEEE/ER

DOG_STATUS OK: &R EIN5EMK

JavaScript Wi H G-
Authplg.GetDigest ("3702032AA96A457CB619C523E1126340") ;

var digest = Authplg.DigestStr;
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® int SetCheckDogCallBack ([in]NPSTRING strInstFunc,
[in]NPSTRING strRmvFunc)

Ve TFJa MRS AS I AR A it o 18I S 5% e W R 2R ) 3di B 45 11 Javascript BR
Bk, R ZRE G, FEEITEFEN InsertFunc 5 RemoveFunc 73 A& A W
FAVIER ) Javascript REZR.

PN EE
strinstFunc: A TWNEHIIEELBRAN javascript BREHFR,
strRmvFunc: A TWMNIEFRERAMN javascript BREHAFR.
AR ve R
DOG_STATUS OK: &R EIN5EmK
JavaScript W
Authplg.SetCheckDogCallBack ("insertfunc", "pullfunc");

Authplg.InsertFunc insertfunc;

Authplg.RemoveFunc = pullfunc;

® int RegisterUser ([in]NPSTRING strUser, [in]NPSTRING strPin)

Y FEMAER . SRR, R A A D B NGBS BRI K EE S
(SR

PN ETR
strUser: AP AT, mRAKE: 32 775,
strPin: A OAFRFH. BH: 6-16 Fi.
yAEIE-E/R
DOG_STATUS OK: iR TN 5E MK
JavaScript i HH:
Authplg.RegisterUser ("Edward", "12345678");
® int SetUserData([in]int iDataType, [in]int iOffset,
[in]NPSTRING strData)
Yl BB EE R, 7 EE R OB DA RIS .
PN ER
iDataType: FHFERAN: 16 SEHIHE BB ] BERFrF
i0ffset: i FES KIS E .
strData: H& XH PR,
16 Bk FAFE, Flal: "EFDIAE38", KEEMAUNMEE, MEBNHS XTI H
BRI B ASCIT WG R A . FRFRKE /2 + i0ffset MAUVNTEEET 50;
YW BoR AT, fliN: "SuperDog", FRFHRKE + i0ffset WAUNTHEET
50,

SEARIEE /R
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DOG_STATUS OK: iHRCHINTEM

JavaScript JHHH:

Authplg.SetUserData (1, 30, "SuperDog Auth");

® int GetUserData([in]int iDataType, [in]int iOffset,
[in]int iDataSize)

VL. IRECE E SO 8. 7 BRI AZ R 8 Jm Rl A Bk UserDatastr SRAUH
JUEE.

N\ K df -
iDataType: FHFHRMN: 16 ik BT il BoR T4 5
i0ffset: Al RIS KIWis &,
iDataSize: FRHUHEIEAIRAN . 52 ORI HIEEE AR LR — A1

16 IR E, Fll: "EFDO9AE38", (iDataSize — 1)/2 + iOffset W40
INFEEET 503

W] BoRFAFE, flin: "SuperDog", (iDataSize - 1) + iOffset AUVNT
5T 500

A EIEAETE

DOG_STATUS OK: iR IEmM
JavaScript PHRH:
Authplg.GetUserData(l, 30, 11);

var data = Authplg.UserDataStr;
® int EnumDog ([in]NPSTRING strAuthCode)

Y. SRECYFTIERE R RGBT 1D, 75 BAA R ZR B 5 a4 8t
EnumResultStr KEGEZEME 1D,

LD E T
strAuthCode: WIFRIBZRFE . ZANEMNNIEARI AR T HAERSP xm1 XAEFEH .
IR A E 4 -

DOG_STATUS OK: iR HINTEM
R EIEE 1D 15 BRI

<?xml version="1.0" encoding="UTF-8" ?>
<dog_info>

<dog id="591751055" />

<dog id="591751069" />
</dog_info>

JavaScript P HH:
Authplg.EnumDog (auth code) ;
var dog info = Authplg.EnumResultStr;
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Chrome ¥ B2 & Native Messaging Host MR

HEBEFMIE Chrome 7 EBFEF 5 Native Messaging Host MHFERFUME TAE, SCHRAEH
EEFAHATNIE . BARJFE B0 B AR

Web pages

Content script

_ Chrome Extension

Background page

Native messaging host app

HRBPEE M TS Chrome ¥ AR B EAE g 325 9 LU 197772
® GetUserNameEx([in]String strScope, [in]String strAuthCode)

P SREUEEAE TR TR I P 27558 . T BRI %52 G BB R B9 B
UserNameStr FEIREUHA 4. mAKE: 32 9. WRA LN BEMERERYT 25T, iF
NN SED, T EM AN 1D 1 ML BRE X .. BEER, SREBEMEEI IR
O GBEZM Licensing APT FEBL) B “VEREIHIA xML #xid” —75,

B N B -

strScope: EMRIIEIEN xvL #&:0E L. BL2EE, SRBIMEB SR G2
M) Licensing APT #HEh) B9 “JuEHA XML Frid” —75.

strAuthCode: WIEAISFRF . ZANEMN VAL AR T RARK xml SO EGH .
IR [m] 4 -
R EH R status FBON 0 FoRIERINTERNK, HEE VIR
WERE R e, REEE R EH 4 (UserNameStr FBD) .
JavaScript W HRH:

AuthObject.GetUserNameEx (scope, auth code);
AR EEIR BT 2 I ]«

var ReturnText = event.data.text;

i1f ("GetUserNameEx" == ReturnText.InvokeMethod) {
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if (0 == ReturnText.Status) {

var name = ReturnText.UserNameStr;

}
7F: XN AuthObject &M AE RN GERITNUE Chrome 9 R FE/FE G 1IN R ITE
o TFR PR SE b Z 4 {72, T

® GetDigestEx([in]String strScope, [in]String strAuthCode,
[in]String strPassword, [in]String strChallenge)

Ui B : *Eﬁiﬁﬁ)\ﬁﬁ?—ﬁ%EEEWJDYE’J?F%%??—T$ AR FZ 772 P E IR [ )
DigestStr FBERPUNE Ff A58, Bk BYVE B DogTidstr FBIRBGEZL S 1D,
N E e

strScope: HEHEMEIEN xML #RE . FLEE, SRBRMAEBEICAH (E%
M Licensing API #BI) M “YEHHIA XML F5id” —75.

strAuthCode: WIEAURSFAF R o %N B MVAEARSE R T AN xml A EH

strPassword: P HAFFie. JUlH: 6-16 77,

strChallenge: HITAZRUINEERIFRF R BV AIRSS &5 dm 2R B B s .
yAEIE-V¢/R

R ENH R status FBON 0 FoRiERMIITER, el AR R

RS RN FE R R IEIE B S M ID (DogIdstr FBD AIINE M Z 755
(DigestsStr FB) .
JavaScript P HRH:

AuthObject.GetDigestEx (scope, auth code, "12345678",
"3702032AA96A457CB619C523E1126340") ;

YOSESEYEINEPSNib N R

var ReturnText = event.data.text;
if ("GetDigestEx" == ReturnText.InvokeMethod) {
if (0 == ReturnText.Status) {

var dogid = ReturnText.DogldStr;

var digest = ReturnText.DigestStr;

}

® RegisterUserEx([in]String strScope, [in]String strAuthCode,
[in]String strUserName, [in]String strPassword)

Y FEMAPEE . BRI, R A AP O B NGBS BRI R S
(SRR

TP E
strScope: ERMEEEN xML RE L. FLEE, SRBIMFH RS (%
1 Licensing APT #BI) I “TEEHIA XML bRiZ” —H.
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strAauthCode: NIFRBSFFFH . XN AN VUERISAE B T EA KK xml SCHHEUH.
strUserName: H P HFFid. RKE: 32 775,
strPassword: T HAF . JEl: 6-16 Fi.
AR ve R
R [EE R Status FBON 0 FRTERBINTERG, HEE N IRIG.
JavaScript WHZH:
AuthObject.RegisterUserEx (scope, auth code, "Edward", "12345678");

® ChangeUserPinEx([in]String strScope, [in]String strAuthCode,
[in]String strOldPassword, [in]String strNewPassword)

VL EECBB A 04 RESRRIR B I .
B N Hh -

strScope: BHMRMBRMN xur #R0E L. BEEE, SHBEMHEI RS (B
) Licensing APT BN M “JEEHMA XML #Fid” —F5.

strAuthCode: WIEAURSFRFER o %N B MVAEARSE R T RN xml A E
strOldPassword: MHTHIMH T O4& 74/ H . JEH: 6-16 FHi.
strNewPassword: #HH P O&FFFHE ., R 6-16 7.
AEIEVEE
R[EIH B status FBOA 0 FoRTERBIITER, B E IR,
JavaScript i HH:
AuthObject.ChangeUserPinEx (scope, auth code, "12345678", "111111");

® SetUserDataEx([in]String strScope, [in]String strAuthCode,
[in]String strPassword, [in]int iDataType, [in]int iOffset,
[in]String strData)

W BEE EE SO .

B N B -
strScope: EHRAHER xML HXE L. HZEE, SHEBEZMTFEICR Y GBYK
i Licensing API #HBL) B “YEMEHIA xML Fric” —5.

strAuthCode: UEAUSFFFER . ZNBEMNVIEARS A BT R xml SCAFHECH .

strPassword: P OLFRH. JulH: 6-16 %5,

iDataType: FAFEREMTy: 16 SR R Al BoR ¥ 78

i0ffset: fFfif BB KL E.

strData: HE W/ HdE.

16 RSN /F . Bln: "EFDOAE38™, KEWAUNEE, LN HSZ T/
BRI ASCTT AGfFtE BRI FAFERKE /2 + i0ffset WAUVNTEEET 50;

Wl ] EoRFAFE, #lin: "SuperDog", FHEKE + io0ffset WAUVNTEET
50,
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R AR -
RIFIVEER status FBON 0 RARIERBINTER HEAE A RY
JavaScript WHZH:

AuthObject.SetUserDataEx (scope, auth code, "12345678", 1, 30,
"SuperDog Auth");

® GetUserDataEx(([in]String strScope, [in]String strAuthCode,
[in]int iDataType, [in]int iOffset, [in]int iDataSize)

W REEE X P 8. FEA R Z L FEESIRBVEER UserDatastr FE
IR P s
o NEHE -

strScope: EIMRMIEIEN xML ¥ E L. HEZER, SRESME SO GEH
M) Licensing API #HEh) B “VEEHA XML Fric” —.

strAuthCode: WIEARIGFRF . ZNEMN VA AR T RARK xml SO EGH .
iDataType: FRFHFHIAA: 16 PR @] BRF/FE .

i0ffset: f7fifBHEPH T AW &

iDataSize: FREUH P EIEMIRDN. 752 LA R HHE K BER—

16 HHIRRFHFE, Hl: "EFDI9AE38", (iDataSize — 1)/2 + iOffset WJi
INFEEET 503

Tl ] R FAFE, 0. "SuperDog", (iDataSize - 1) + iOffset WAUNT
BT 505

SAEIEER
RIEH B status FBON 0 RoRiEREINTERM, HEHE N IR,
RE RN 7E R IR FVE B S P 8dE (UserDatastr B .
JavaScript i HH:
Authplg.GetUserDataEx (scope, auth code, 1, 30, 11);
YOSESEEINERSN IV R R

var ReturnText = event.data.text;
if ("GetUserDataEx" == ReturnText.InvokeMethod) {
if (0 == ReturnText.Status) {

var data = ReturnText.UserDataStr;

}
® EnumDog ([in]String strAuthCode)

Vi SRECYFNER S RGN E ID. T8 A% T2 5 Bl R B B
EnumResultStr FEBIKBGEHIIH 1D.

o N ¥ -
strAuthCode: WMIFRIBZRFE . ZABEMNNEARRS AR T HARKK xm1 XAEFEH .
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IR [ -

RIENH B status FEBON 0 RoRTERRIITE R, HEE VR

WG R IR, R EAS LN ID (EnumResultStr FE) . R [EIIELH
M) 1D 15 BRI R

<?xml version="1.0" encoding="UTF-8" ?>
<dog_info>

<dog id="591751055" />

<dog id="591751069" />
</dog_info>

JavaScript PHHH:
AuthObject.EnumDog (auth code) ;

yuse A EINEPSNN AN UIE
var ReturnText = event.data.text;
if ("EnumDog" == ReturnText.InvokeMethod) {
if (0 == ReturnText.Status) {
var dog info = ReturnText.EnumResultStr;
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BRE RFFwmA

S EEE

B AU R 25 2 i S A B PE 42 8 32 ALhiiA (dog auth srv.dll) Ml 64 fifiiA
(dog auth srv x64.d11) . ZBNEE MRS dum TR F St 7 — 4 n] D& 5 w47 & 4y
IR BRI 1

I T R S DNAIE A 55 75 i 5 A5 B P P 1 eR AT U )«
® public native static String getChallenge (int status[])
VLA AER—NEENLI PR AT
i HE B -

status: HTIREEEEHATE R . WRPATHIN, status[0]REMEN:
DOG_STATUS_OK.

122 [P K 4 -
AR BE LR S
LEENGE
String challenge = getChallenge (status);
® public native static int verifyDigest(
int vendor_ id,
int dog_id,
String challenge,
String digest,
String factor)
VL. B A RO PE A T4 B 5 A S s 40 2 A R S A RENE IR R DLAC .
B N B -
vendor id: FFRR 1D,
dog_id: A 1D,
challenge: BENLARIPRERFZRT R
digest: HI% ™ dm AL A I A4 215 s
factor: NIERT.
UAEIEER
DOG_STATUS OK: MiFmIh
LGN E

int ires = verifyDigest (37515, 591751299,
"4B2E2D12662410124602765320526638",
"288692145D2C611861A26093318F86437F0151A7", "00000000M™) ;
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PHP ¥~ B4

VAR5 #5im PHP § RN 32 ALilA (dog_auth_srv_php.dll) . ZAfFR
PHP LREAIMR 55 A T A 4R A4 1 — 4 n] O 2 7 i BEAT S AR A B G o iR SR AEIRAR
T (H3: WebServer\PHP\Source\dog_auth srv php) , HTIHRKEREEAHNK
php JARIRRA, Ja i X RIFRAH) PHP 3R AL

N B A R 55 A o PHP 4 R LA (104 1 R OEEAT B
® char* dog_auth get challenge()
Y A AL PR T AT
yAEIE-E/ER
AR RTRENLEE R AT R o IR PAT IS, KR EIELE 32 4> Basele FTAFIITAT R
PHP 7~ -
$strchallenge = dog auth get challenge();
® int dog_auth verify digest(
int vendor_ id,
int dog_id,
char challenge,
char digest,

char factor)
YL B R A F Pk 15 H 55 AR R N 85 4 S 1T B o2 T B IEAR LI .
CIPNAEE
vendor id: FFKRT ID.
dog id: HZM 1D.
challenge: BEANLARHIBRE 7 H o
digest: M%) i b BN 2 B4 277 HR
factor: AIERT.
A EIEVEE
DOG_STATUS OK: IRiFmIh.
PHP i 7~ -

$ires = dog auth verify digest (37515, 591751299,
"4B2E2D12662410124602765320526638",
"288692145D2C611861A26093318F86437F0151A7", "00000000") ;
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BNE BEINESISEERERE

BRI UE BN S BERE E S 4 & dogauthdsp.dll. ZEIASERPIGH TR A, mIt
KRR T — AT LA 20 N A8 B BRI S BEAT B A A R R % 1
N DS R R I B A B 4 1 ek AT 1 -
® dog status_t DOG_CALLCONV dog auth open (
const char *scope,
const char *auth code,

auth handle t *handle)

ULEH: T H T RAE R — NI . WRE Z B ERER 0 R, IEEE— N
AZHH, faeEH R EYM 10 1) xuL #XE . EZELR, SRR CHF (GBH
M) Licensing API #HHE) M) “JEFHIA xML Frid” —1i.

B N Hh -

scope: BEHMEMEMEN xML #NE . FEZELR, SREITEBICR Y GEZUN
Licensing API #Bh) B “YVEEHAN xML Fpic” —T5.

auth code: FRFHAEARSIIFEE . 12N & MAUEARSAE R TR A2 B xml SCAFHER
tho

handle: FR[AIAMISIECINEIIEE
AR E/aN

DOG_STATUS_ OK: ifR M5
IR R

dog auth open(scope, auth code, &handle);

® dog_status_t DOG_CALLCONV dog_auth_close(
auth_handle_t handle)

PSS E N IFSPS PRt it g P

i N Hih -

handle: fRIA&IHAIREITRET .
AEEE/ER

DOG_STATUS OK: 13K TSI 5E Rk
LGN GE

dog auth close (handle);

® dog status_t DOG_CALLCONV dog auth verify pin(
auth _handle t handle,
dogauth pin t pin_ type,
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const char *current pin)
VLU RIS O R B R S B P 4
LVNG T
handle: =ihAIM.
pin type: HAKRM, AfPLEEH A OB 04,
current_pin: fKEIERHSFRFH. i 6-16 Fi.
IR [
DOG_STATUS OK: i#3KT M5
R
BRI B B 51 14
dog auth verify pin(handle, PINTYPE SO PIN, "abcdefgh");
U R
dog auth verify pin(handle, PINTYPE USER PIN, "12345678");

® dog_status_t DOG_CALLCONV dog_auth_change_ pin(
auth _handle t handle,
dogauth pin_ t pin_type,
const char *new_pin)

Y BB 4. BRSPS M. B E R A )5,
AUMBHE B OSSR 04, RSB 09 mI)E, Rt r o4,

PN EE
handle: £iE8)HE.
pin type: HH I OLEEH 4,
new_pin: HTF &8P 085758, Jul: 6-16 .
IR [E] 4 -
DOG_STATUS OK: 13K CMI)5E L
W FH 7= 1)
dog _auth change pin(handle, PINTYPE SO PIN, "111111");

® dog status_t DOG_CALLCONV dog auth get digest(
auth _handle t handle,
const char *challenge,
char *digest,

dog_size_t *digest size)
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VET . ARG PR A 2R RO A0 B R R o IR IR R B R R ST BRI R K 2
FIH) A%

S N Hh -

handle: ZX1FHH)JHH,

challenge: MIRZBMFIIGHEFRIE ., AT LRI MBI . Pk
KRN 32 77,

digest size: (BB TIFE KA. KIEE DN 41 579,
i HE B -

digest: FRIAFREUAVINE S Z 775 8 (0. AN 227 8 IR DY 40 717,
AR [P K 4 -

DOG_STATUS OK: iR CITEM
RN R
dog auth get digest (handle, challenge, digest, 41);

® dog_status_t DOG_CALLCONV dog auth_set factor(
auth _handle t handle,

const char *factor)

Y WEINER T DR TR NS MM 2w f P i . 7 2R E g 1
B2 ) o

LIV AEIE
handle: Z1EAIIA.
factor: NIERTFRH. KEN 8 7.
iR [
DOG_STATUS OK: iR TN 5E MK
LGN AE
dog auth set factor (handle, "cvéejrbj");

® dog status_t DOG_CALLCONV dog_auth get_ dogid(
auth _handle t handle,
char *dog_id,
dog_size_t *id size)
B BRECH AT i R 1D.
VN E I E
handle: £iEAJIN.
id size: fREAFHEIEUIIBIN ID 745 B KX IR
i R
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dog_id: FRIAMFREIRHUAGEEZN 1D F4F Eh KIS X (faEt

18R [P K 4 -
DOG_STATUS OK: &R EIN5EmK

LR R

dog auth get dogid(handle, dogid, id size);

® dog status_t DOG_CALLCONV dog auth set username (
auth handle t handle,

const char *user name)
Y WEM Y. mOOKE: 32 7. REEH
B N Hh -

handle: £X1&AJHA.

user name: BEREMM L THH.
AEIEER

DOG_STATUS OK: i#R T AMI)5E K
LR R

dog auth set username (handle, "demouser");

A2 B T H AR .

o

® dog_status_t DOG_CALLCONV dog auth _get username (
auth _handle t handle,
char *user name,
dog_size_t *name_size)
VL IR P44 KK 32 519,
B N B -
handle: &XTHEAIA.
name_size: HITAERESRIUN A 44 ML XKD

LTRIEASE/R

user_name: I8 FIAEIRIUII 7 4 2 m X TR ET
A EC/ER

DOG_STATUS OK: 13K TS5k
LGN GE

dog auth get username (handle, tmpbuf, buf size);

® dog status_t DOG_CALLCONV dog auth set userdata(
auth handle t handle,
dog data t data type,
dog_size t offset,

37
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const char *user data)
W WEAEHER. fEEHE N OLIH ) L RiRE .
LVNG T
handle: ZiEFIMN.
data_type: THAFHERy: 16 %ol ol Won 7 /i,
offset: AFfikEIFEEAH KIS & .
user data: HEXH/ #d.

16 BT, Flan: "EFDIAE38", KELMAUNMEEL BN F o
BRI B ASCIT RSB R . FHHRRIZ/2 + offset MAUNTEEET 50;

B A SR, Bl "superDog", FAFHKEE + offset WAUNFHLEFT 50,
IR [A1 4

DOG_STATUS OK: iR CHI5EM
(LN E
dog auth set userdata(handle, DATA TYPE STRING, 3, "SuperDog Auth");

® dog status_t DOG_CALLCONV dog auth get userdata(
auth handle t handle,
dog data t data_type,
dog_size t offset,
dog_size t length,
char *user_ data)
B B SRR
LIV AEIE
handle: X iFHHJHA,
data_type: FAFHHEIAN: 16 kAol ] SR 7 .
offset: M/ERRIMIEZE.
length: ABESRIVHFAEEKE.

TR TR AR08 R A DAA AR T P (5 8 . IRGEBIRRA AR, 75 E /N5
I

16 IR FFE, Hlan: "EFDI9AE38", ZF[AIFIAKT length * 2
W@ R, Il "SuperDog”, HAIAT length
it B -
user_data: FRFFRERIUN A E B FIXIHEET
SEARIEE /R
DOG_STATUS OK: iHRCHINTEM
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LEIERNE
dog auth get userdata (handle,

DATA TYPE STRING,

0,

7,

buffer, 8);
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BLE BEANERSAE

PLN 2 AT AR R B AT BE IR [B] FARESA RS B3R

w5 | RERE YiEA

0 | DOG_STATUS_OK 15 2R CEh TE R

1 | DOG_MEM_RANGE T SR o S e
3 | DOG_INSUF_MEM RGNAFA R

4 | DOG_TMOF fFIHMERSERETZ
5 | DOG_ACCESS_DENIED i Il g 4

7 | DOG_NOT_FOUND R 75 B

8 | DOG_TOO_SHORT TN /i 5 T B B R
9 | DOG_INV_HND i N R L) AR TG AL

10 | DOG_INV_FILEID TeiF N SRR IR AT

15 | DOG_INV_FORMAT TERT XML K& 2K

16 | DOG_REQ_NOT_SUPP YT IE A S DI RE
17 | DOG_INV_UPDATE_OBI TeRE I TR N 2

18 | DOG_KEYID_NOT_FOUND AR B RF T2 18 2 A

19 | DOG_INV_UPDATE_DATA

RILBIFTTHH XML FRIL,  BlE 2t %L

PN O E KRB
20 | DOG_INV_UPDATE_NOTSUPP BBV SRR
21 | DOG_INV_UPDATE_CNTR Tt Fds e B A IR
22 | DOG_INV_VCODE NI R ARS IC 2L

24 | DOG_INV_TIME

i N P IS TR A SO K AU

26 | DOG_NO_ACK_SPACE

FHICESR P E R, HiA S
ack_data ¥ NULL.

27 | DOG_TS_DETECTED

R 7 £ L i 55 e _E3BAT

29 | DOG_UNKNOWN_ALG V2C SCAFR A T AR En L
30 | DOG_INV_SIG A2 B AIE I
31 | DOG_FEATURE_NOT_FOUND FREATTH

33 | DOG_LOCAL_COMM_ERR

APT AIHEHAIZAT IR (License
Manager) #5117

34 | DOG_UNKNOWN_VCODE APT ANVE R i A0S

35 | DOG_INV_SPEC TERLHT XML 5 3%

36 | DOG_INV_SCOPE TER XML YE ]

37 | DOG_TOO_MANY_KEYS YENER B H T 2
39 | DOG_BROKEN_SESSION el

41 | DOG_FEATURE_EXPIRED FRAE 2R

42 | DOG_OLD_LM

U IS AT A SRR K I

43 | DOG_DEVICE_ERR

S ZRIE A H L USB IEAE TR

45 | DOG_TIME_ERR

RGP E R

46 | DOG_SCHAN_ERR

Z ATl R T AR

47 | DOG_STORAGE_CORRUPT

R BT ] B R
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50

DOG_SCOPE_RESULTS_EMPTY

B4 3 1 UL AR A

52

DOG_HARDWARE_MODIFIED

VT I 5 g AN VLD

54

DOG_UPDATE_TOO_OLD

SCAF A BT T B AU E /N T A
TR R N RUE, AN VR vac
A

55

DOG_UPDATE_TOO_NEW

SCA R T B B BB R T
T B AU E, A fe v vac
A

64

DOG_CLONE_DETECTED

KI5 BE R A VR )

65

DOG_UPDATE_ALREADY_ADDED

28l I 4w KR 2 T AT

78

DOG_SECURE_STORE_ID_MISMATCH

M 2 A A7 A% 1D 5 241 N R 3 AL
Aic

400 | DOG_NO_API_DYLIB KA 3 API BN JE

401 | DOG_INVALID_API_DYLIB APT HIBhASFEETERK

500 | DOG_INVALID_OBJECT X R IIVTEAEAAS TE

501 | DOG_INVALID_PARAMETER v GRS

502 | DOG_ALREADY_LOGGED_IN PIRE B[R —X 4%

503 | DOG_ALREADY_LOGGED_OUT M TE]— Xk SRR P IR

525 | DOG_OPERATION_FAILED R s & A A IR

698 | DOG_NOT_IMPL RS BT SR I Th g

699 | DOG_INT_ERR API H P 5%

802 | DOGAUTH_ERR_PARAM_NULL SN

803 | DOGAUTH_ERR_AUTHCODE_LEN INIEARRE K FEAS TE T

804 | DOGAUTH_ERR_NOT_LOGIN W

810 | DOGAUTH_ERR_PIN_LEN 14K FEAN IE A

811 | DOGAUTH_ERR_PARAM_LEN SRR FEA IE

812 | DOGAUTH_ERR_USERDATA_LEN P B K A IE W

813 | DOGAUTH_ERR_USERNAME_LEN F 24K BEAN IE

814 | DOGAUTH_ERR_FACTOR_LEN INIERE K EEAS IE T

815 | DOGAUTH_ERR_DOGID_LEN B 1D KA IEHf

821 | DOGAUTH_SO_PIN_NOTVERIFY T eI R 51 14

822 | DOGAUTH_PIN_NOTVERIFY B UER P a4

823 | DOGAUTH_LEN_TOO_SHORT ZMXKEA L

824 | DOGAUTH_INIT_FAILED INIEBIZS FERTaR A0 R

825 | DOGAUTH_ERR_PIN_LOCKED P O 88

831 | DOGAUTH_VERIFY_PIN_FAILED 01 U AR (Rt 10
832 | DOGAUTH_VERIFY_PIN_FAILED_02 SR A AR (Rt 2 40
833 | DOGAUTH_VERIFY_PIN_FAILED_03 BSuE A A Ak (Rt 370
834 | DOGAUTH_VERIFY_PIN_FAILED_04 U AR (Rt 410
835 | DOGAUTH_VERIFY_PIN_FAILED_05 BSuE A A A ke (Rt 540
836 | DOGAUTH_VERIFY_PIN_FAILED 06 IR P AR (Rt 6 K0
837 | DOGAUTH_VERIFY_PIN_FAILED 07 R A &R (Rt 7 0
838 | DOGAUTH_VERIFY_PIN_FAILED 08 IR P AR (Rib: 8 4D
839 | DOGAUTH_VERIFY_PIN_FAILED 09 IR AR (Rib: 9 0
840 | DOGAUTH_VERIFY_PIN_FAILED_10 R A &R (Rt 10 %O
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841 | DOGAUTH_VERIFY_PIN_FAILED 11 OUEF P O AR CRab: 11 50

842 | DOGAUTH_VERIFY_PIN_FAILED 12 R A a4 Rme (Rt 12 %0

843 | DOGAUTH_VERIFY_PIN_FAILED 13 R A AR (Rt 13 %0

844 | DOGAUTH_VERIFY_PIN_FAILED 14 IOUEF P A& R (Rib: 14 0O
IAUEF P a4 R (Rif: 150 ., A

845 | DOGAUTH_VERIFY_PIN_FAILED_15 L A

871 | DOGAUTH_LOAD_FILE_FAILED FTFF B O AR 2R

872 | DOGAUTH_STORE_FILE_FAILED FIIF BB NSRRI

873 | DOGAUTH_DOG_NOT_FOR_AUTH C2V AR Z A 2 F TAIE R %

901 | DOGAUTH_AUTHENTICATE_FAILED NN

902 | DOGAUTH_GEN_CHALLENGE_STR_FAILED GRS A EEENE

903 | DOGAUTH_ERR_CHARACTER_IN_NAME P 208 A SR 4

904 | DOGAUTH_ERR_EMPTY_PIN GE NS

905 | DOGAUTH_ERR_PIN_LENGTH 2K EAIAE 6-16 7711 [H]

906 | DOGAUTH_ERR_CHARACTER_IN_PIN 1405 AN SRR 24

907 | DOGAUTH_ERR_EMPTY_NAME BN 4

908 | DOGAUTH_ERR_EMPTY_CONFIRM_PIN i RN 14

909 | DOGAUTH_ERR_PIN_LENGTH_1 4K FEJUTE 6-16 7715 2 ]

910 | DOGAUTH_ERR_CHARACTER_IN_PIN_1 1485 A SR I 24

911 | DOGAUTH_PIN_AND_CONFIRM_PIN_MISMATCH | 14 flffiih 4 A —3k

912 | DOGAUTH_ERR_EMPTY_OLD_PIN TEHIN GHT 4

913 | DOGAUTH_ERR_EMPTY_NEW_PIN TN B 4

914 | DOGAUTH_ERR_NAME_LENGTH F P 22K BEZRAE 1-32 715 1]

915 | DOGAUTH_ALREADY_REGISTERED MG &M, AN SRR

916 | DOGAUTH_LOAD_LIBRARY_ FAILED 1 java.library.path T8 WS R A B
dog_auth_srv JFE X1

917 | DOGAUTH_GET_CHALLENGE_STR_FAILED 1 BTN LEr T R E N

918 | DOGAUTH_GET_CHALLENGE_STR_FAILED_2 BN RSN
EABISAESCAF, BN TE R

919 | DOGAUTH_GET_SESSION_FILE_FAILED TR

920 | DOGAUTH_LOAD_PHP_LIBRARY_FAILED BB dog_auth_srv_php.dll

TFHARCE T Ca i E

42

BERI G 17 L E (/75




“B” RIOSERMBAE R BE RAFTKEMER, HORNFRH L) EREARFRAFMEN.
AT K 77 M A 5] 445K T RE %5 E ARSI A 2 B RAR -

WAL © 2016 SafeNet, Inc.
PR BT AR .
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